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A concerted response to China’s growing digital power is one of the most critical policy issues 
requiring U.S.-German coordination during the Biden administration. While approaches to 
cybersecurity are largely overlapping, and U.S. digital espionage in Germany has not led to 
concrete countermeasures, Europe’s ambitions for “digital autonomy” recently widened the 
gap of perceptions between German and U.S. policymakers.1 In particular, with regard to 5G 
networks, interests and outlook diverge to a degree that questions the ability to form a 
common approach to the global expansion of Chinese platform and digital equipment 
companies. Although the German government strengthened the technical and political 
oversight of 5G hardware from ZTE and Huawei, Berlin refrains from explicitly ruling out 
Chinese companies’ participation in the country’s 5G infrastructure rollout—a contentious issue 
for the Trump administration. However, in preparation for a post-Trump era, it is important not 
to overly focus on the Huawei case.  
 
The future of technopolitical cooperation between Germany and the United States ought to be 
considered against the backdrop of the evolving global pattern of digital geopolitics. Its complex 
trajectories indicate, on the one hand, that there are converging interests and pathways for 
renewed cooperation not only between the Biden and Merkel administrations but also 
between Washington and Brussels. On the other hand, threat assessments are diverging,  
and although the EU has labeled China a “systemic rival,” European discourses of digital 
sovereignty mainly targets U.S. technological dominance rather than China’s. It must be 
expected that the United States and Germany, as its key European partner after Brexit, will face 
difficulties in developing a joint strategic approach toward the exclusion of Chinese 
technologies from German digital infrastructures. German political and economic elites, despite 
growing concerns about China’s authoritarian tendencies, don’t view technological decoupling 
as an option. Yet, as the upcoming inauguration of the Biden administration animates 
expectations of a U.S. return to multilateral and cooperative diplomacy, a possible reset 
between Washington and Berlin could be harnessed for a boost in transatlantic institution-
building and implementing a number of concrete transatlantic cooperation projects in order to 
align conflicting goals related to the push for digital sovereignty and to improve digital 
resilience. 

 
1 For the purpose of this paper, the term digital is defined as pertaining to the use and deployment of computer, 
internet, telecommunication devices and networks. 

https://www.zeit.de/digital/mobil/2020-09/5g-netz-huawei-technik-ueberwachung-bundesregierung-streng-vertrauenspruefung
https://www.zeit.de/digital/mobil/2020-09/5g-netz-huawei-technik-ueberwachung-bundesregierung-streng-vertrauenspruefung
https://theconversation.com/china-is-now-a-power-in-europe-but-fears-of-interference-in-the-eu-are-simplistic-and-misguided-116193
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Digital Geopolitics  
 
The first step is to acknowledge the complexity of contemporary technopolitics. Coping with 
the exercise and expansion of Chinese digital power—both by commercial actors and activities 
of the Leninist party state—was always a mix of regulatory issues, market access, contestations 
over intellectual property theft, security policy, and ideological rivalry. The struggle over digital 
technologies became fully politicized when the Trump administration initiated a tech war 
against China, in tandem with the trade war, COVID-related accusations, and so on. China, on 
the other hand, implemented its own approach of “decoupling” by fostering self-reliance and 
cutting back on technological dependence through its “Made in China 2025” strategy. 
 
Conceptually, it is helpful to distinguish between two types of digital geopolitics at play here: 
one is the politics of platform dominance that privileges a few large companies over all other 
actors in the global capitalist competition for control of user data. The other is the binary 
systemic confrontation of great (cyber) powers—liberal systems represented by the United 
States and the EU vs. authoritarian systems represented by China and Russia. As a result of both 
of these dynamics, digital technologies and ecosystems have been progressively 
instrumentalized and consumed by a competitive struggle for digital capacities and control over 
data collection as well as distribution among Internet giants and great powers.  
 
State-centered digital geopolitics, in addition, is not only a driver for the securitization and 
militarization of emerging technologies that employ forms of artificial intelligence (AI) including 
face recognition and big data analysis among others. As a result, Internet governance and data 
flows fragment further. While China’s infamous great firewall was built for purposes of 
information censorship on behalf of the Chinese Communist Party, its industrial policies gave 
China a strong position with relatively independent digital ecosystems to cope with global 
digital geopolitics. On the contrary, the U.S. State Department’s “clean network program” is 
from the outset an exclusionary geopolitical strategy. What makes both approaches 
comparable, is that they ultimately foster the creation of separate technological spheres and 
thus contribute to the compartmentalization of global cyberspace. As the Trump administration 
made decoupling a real political option, China’s agencies began to accelerate preexisting 
research and development efforts in digital technology areas exposed as weak points during the 
ongoing tech war. Of course, it remains unclear how effective the channeling of investments 
and state-driven venture capital will be in achieving China’s official goal of more self-reliance in 
technologies. 
 
Against this backdrop, Europe’s discourse about “strategic autonomy” has considerably 
gathered steam. Although neither a single definition nor a common vision exists of “digital 
sovereignty” or “data sovereignty”, the popularity of these notions must be interpreted as a 
reaction to both types of digital geopolitics. European politicians fear that Europe’s position is 
compromised by firms and governments from both China and the United States. After Edward 
Snowden’s revelations about the extent of U.S. surveillance activities and the systemic use of 
backdoors, the idea of technological sovereignty quickly turned from a fringe concern into a 
mainstream notion with dozens of reports and action plans published in recent years. As one 

https://chinatechmap.aspi.org.au/
https://www.theguardian.com/us-news/2020/dec/15/revealed-china-suspected-of-spying-on-americans-via-caribbean-phone-networks
https://www.tandfonline.com/doi/abs/10.1080/09636412.2020.1722853
https://www.tandfonline.com/doi/abs/10.1080/09636412.2020.1722853
https://www.vice.com/en/article/jgqm5x/us-military-location-data-xmode-locate-x
https://www.state.gov/the-clean-network/
https://apnews.com/article/technology-beijing-xi-jinping-china-economy-d046181a106413621761248660d47479
https://www.politico.eu/article/europe-trade-wants-strategic-autonomy-decide-what-means/
https://sciencebusiness.net/news/decoding-europes-new-fascination-tech-sovereignty
https://www.gmfus.org/publications/tests-partnership-transatlantic-cooperation-cyber-security-internet-governance-and-data
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influential think tank in Berlin puts it: “The long-ignored dominance of U.S. Internet companies 
has forced Europe to embark on a course of digital self-assertiveness – from data protection 
and competition law to taxation.” 
 
Europe’s Digital Autonomy and its Limitations 
 
The EU’s view on digital technology has taken on decidedly stronger political overtones. While 
the so-called European human-centric approach has stood out for its emphasis on the legal and 
ethical dimensions of digitalization and AI, leading policymakers began to frame digital 
technologies in competitive geopolitical terms. “If we don’t build our own champions in all 
areas — digital, artificial intelligence,” says French President Emmanuel Macron, “our choices 
will be dictated by others.” In her 2020 State of the Union Address, EU Commission President 
von der Leyen proclaimed Europe’s “digital decade.” She notes that “Europe must now lead the 
way on digital – or it will have to follow the way of others, who are setting these standards for 
us.” European politicians emphasize that their aim is not to enforce protectionist measures or 
digital decoupling. Still, the zeal for autonomy is energized by a twofold rationale: to hedge 
against the dominance of U.S. platforms and safeguard European companies against the 
intensifying geopolitical competition between the cyber powers China and the United States. 
 
Currently, the EU pursues digital autonomy in three ways: infrastructure projects such as GAIA-
X, data governance and antitrust regulations/laws, and legal charges against large U.S. tech 
companies. The EU is co-funding several mega-tech projects such as GAIA-X. But, as Amazon, 
Google, Microsoft, and Huawei are all part of this initiative, GAIA-X will neither undermine the 
hegemonic position of U.S. cloud services nor keep Chinese digital tech at bay. Another 
example is the European Battery Alliance that aims at decreasing the near-total dependence on 
Asia for battery raw materials and manufacturing. Meanwhile, voices pushing to form a 
technology sovereignty fund that invests in indigenous European tech startups become more 
frequent and louder. With respect to Gaia-X, German Economy Minister Peter Altmaier notes 
that “Germany and Europe need a data infrastructure that ensures data sovereignty … Germany 
has a claim to digital sovereignty. That’s why it’s important to us that cloud solutions are not 
just created in the U.S.” Altmaier’s comment, however, ignores two crucial issues: there are 
already European cloud solutions, but European companies do not possess crucial data 
processing techniques to keep up with U.S. and Chinese hyperscaling capacities – a critical gap 
which even the full realization of GAIA-X will not be able to close. 
 
On the regulatory front, the EU has unveiled major initiatives. In December 2020, the EU 
Commission presented two comprehensive and long-awaited legal packages: the EU Digital 
Market Act and the EU Digital Services Act. Observers believe these future laws will eventually 
reshape data transfer and related business models of platform companies across the board, as 
their main aim is to restrict the market power of large players and ensure fair competition. 
Given their quasi-monopolistic position, it “is expected that the prohibitions of certain conduct 
and the imposition of proactive obligations will apply mainly to major U.S. platforms, not their 
smaller European or Chinese competitors, which may offer similar services.” In fact, the vast 
majority of lawsuits were directed at U.S. platform companies and their monopolistic positions. 

https://www.swp-berlin.org/fileadmin/contents/products/comments/2019C52_bdk_schallbruch.pdf
https://ec.europa.eu/digital-single-market/en/news/international-alliance-human-centric-approach-artificial-intelligence
https://ecfr.eu/publication/europe_digital_sovereignty_rulemaker_superpower_age_us_china_rivalry/
https://sciencebusiness.net/news/europe-needs-eu100b-tech-sovereignty-fund-says-top-investor
https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_20_1655
https://www.auswaertiges-amt.de/de/newsroom/maas-bitkom/2409992
https://sciencebusiness.net/news/decoding-europes-new-fascination-tech-sovereignty
https://sciencebusiness.net/news/europe-needs-eu100b-tech-sovereignty-fund-says-top-investor
https://sciencebusiness.net/news/europe-needs-eu100b-tech-sovereignty-fund-says-top-investor
https://www.datacenterdynamics.com/en/news/legal-entity-gaia-x-established-european-cloud-platform-now-official/
https://ec.europa.eu/digital-single-market/en/digital-services-act-package
https://ec.europa.eu/digital-single-market/en/digital-services-act-package
https://www.csis.org/analysis/digital-services-act-digital-markets-act-and-new-competition-tool
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Two landmark cases brought down the EU’s Safe Harbor agreement covering EU-U.S. data 
transfers as well as the Privacy Shield regulations (Schrems I and II ruling), thereby 
fundamentally reshaping the legal framework for data transfer from European users to U.S. 
servers. As U.S. Secretary of Commerce Wilbur Ross, among others, points out, all this might 
have potentially “severe economic consequences.” For instance, Facebook and Google 
currently operate under a preliminary order by Ireland's Data Protection Commission (DPC) to 
suspend all personal data transfers between the EU and the United States. In contrast, there is 
no ongoing lawsuit or even an official statement concerning TikTok, the only Chinese social 
media giant with a significant user base in Europe. While a joint EU members taskforce has 
been formed to conduct an official investigation into the company’s data privacy and data 
localization practices, which agency precisely has the ultimate authority over TikTok’s activities 
remains unclear. 
 
The biggest legal challenge to U.S. digital giants, arguably, is not the conflict between the EU’s 
General Data Protection Regulation (GDPR) and U.S. digital surveillance practices (Cloud Act) in 
the evolving transnational field of data regulations, but the strengthening of Brussels’ antitrust 
policy. Within the EU Commission, it is unclear whether this should eventually lead to breakups 
of big tech companies—an outcome favored by France but opposed by Germany and EU 
Commission Vice President Margrethe Vestager. Already in November 2020, European Union 
regulators filed antitrust charges against Amazon over its systematic use of non-public business 
data “to leverage its dominance.” This is a foretaste of the much stiffer legal environment that 
awaits U.S. platform companies in Europe. 
 
While new data and antitrust laws in Europe (and China) could fundamentally alter how 
platform companies operate, the drive for Europe’s digital autonomy, aside from regulatory 
strength, faces serious technical hurdles and resource limitations. According to a widely-held 
view among policymakers, analysts, and industry chiefs, the central obstacle is the lack of 
thriving indigenous big IT and platform companies. However, this sentiment tends to 
underestimate Europe’s position with regard to digital technologies. Nokia and Ericsson are 
leading global 5G infrastructure solutions aside from Huawei. Fraunhofer’s basic research into 
AI is highly competitive. And Europe controls parts of the strategic production chains of 
semiconductors. Still, the bloc’s skilled labor force—e.g. only 10% of top-tier AI researchers—is 
insufficient; innovation dynamics are, except in the field of “Industry 4.0,” lagging behind the 
United States and China. European firms remain vulnerable against cyber attacks in general and 
largely unprotected against industrial espionage from China. Without the leverage of large 
platform companies, it appears difficult for the EU to realize the dream of digital sovereignty in 
the near future. Patent data reveal that manufacturing and services in Germany, in particular, 
will increasingly have to rely on intellectual property from abroad due to the declining 
application numbers for information technology and machine learning patents by German 
companies. Hence, in contrast to the bombast of the EU’s policy rhetoric, the actual trends 
underpinning Europe’s “digital decade” point towards more asymmetric interdependencies 
rather than more autonomy. 
 
 

https://verfassungsblog.de/schrems-ii-a-brief-history-an-analysis-and-the-way-forward/
https://www.cnbc.com/2020/11/16/apple-hit-with-two-eu-privacy-complaints-over-idfa-mobile-ad-tracking.html
https://www.csis.org/analysis/digital-services-act-digital-markets-act-and-new-competition-tool
https://www.irishtimes.com/business/economy/wilbur-ross-warns-schrems-ii-ruling-could-have-severe-consequences-for-eu-us-trade-1.4399039
https://www.datacenterdynamics.com/en/news/ireland-order-facebook-halt-data-transfers-out-eu-irish-data-protection-commission/
https://edpb.europa.eu/news/news/2020/thirty-first-plenary-session-establishment-taskforce-tiktok-response-meps-use_en
https://netzpolitik.org/2020/tiktok-in-europa-deutsche-datenschuetzer-kritisieren-aufsichtsvakuum/
https://www.brookings.edu/techstream/why-schrems-ii-requires-us-eu-agreement-on-surveillance-and-privacy/
https://techcrunch.com/2020/08/25/max-schrems-on-the-eu-court-ruling-that-could-cut-facebook-in-two/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAADHBl8o4gRHMVwwNq6-sXYbPY2gp0gzKxboahRBKN0GCd8uKCMFARBcQWNumRlv72MVqu7ovhHblyByJYvJKmzuMt_7DCK1KXn1NkkO_Q65
https://www.euractiv.com/section/digital/news/vestager-distances-commission-from-option-of-big-tech-breakups/
https://www.euractiv.com/section/digital/news/germany-weighs-in-on-eus-bid-to-regulate-digital-giants/
https://www.huffpost.com/entry/european-union-files-antitrust-charges-against-amazon_n_5faa8571c5b623bfac53be1e
https://edition.cnn.com/2020/12/15/tech/digital-services-act-europe-google-facebook/index.html
https://www.euronews.com/2020/11/17/europe-s-gdpr-provides-our-privacy-model-around-the-world-apple-vp-says
https://www.euronews.com/2020/11/17/europe-s-gdpr-provides-our-privacy-model-around-the-world-apple-vp-says
https://www.stiftung-nv.de/de/publikation/global-semiconductor-value-chain-technology-primer-policy-makers
https://www.stiftung-nv.de/de/publikation/global-semiconductor-value-chain-technology-primer-policy-makers
https://macropolo.org/digital-projects/the-global-ai-talent-tracker/?from=groupmessage&isappinstalled=0
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Germany’s Interdependence with China  
 
Although the EU has commissioned various studies on the platform economy, the political 
effects of the one-sided dependence on U.S. and Chinese technology require more attention. 
Germany has a very strong market position in software solutions for industrial and 
manufacturing systems. Yet, U.S. platforms provide all key non-industrial software components 
and cloud services to Germany, which makes the country highly reliant on digital infrastructures 
delivered and maintained by U.S. companies. At the same time, many large and medium-sized 
German firms are becoming more economically dependent on China. COVID-19 induced shifts 
have demonstrated that the future prospects of German car companies are tied to the Chinese 
market even more intimately. Some describe this as a “trap.” Others stress that the overall 
dependency of Germany’s economy on China remains small. Whether the narrative of 
dependency is correct, big German companies with significant political heft clearly have no 
plans to divest from China. Volkswagen’s decision to massively increase R&D investments in 
China and Daimler’s announcement to build engines there indicate that Germany-based 
transnational companies believe they will only continue to thrive if they become more 
integrated into the Chinese market. 
 
The extensive presence of German companies in China drives the growing necessity to integrate 
with Chinese digital ecosystems, cloud services, and other data applications to be able to 
operate autonomous vehicles, automated factories, and industry 4.0 applications. In other 
words, decoupling in the digital field—be it manufacturing, automobiles, or machinery—is 
impossible for leading German companies. Instead, they will move towards deeper integration 
into various Chinese digital infrastructures with all subsequent legal and political liabilities. This 
choice follows an established path, as Western companies continue to enjoy the economic 
advantage of having authoritarian governments in control of their countries’ labor force 
(Foxconn’s model). But technological integration is also a precondition for German companies 
to offer autonomous driving or Internet of Things (IoT) applications for Chinese costumers. This 
bargain was perhaps never more salient than in the present moment when China enjoys a 
considerable technological momentum and its growth expectations are robust. Foreign firms 
strive to avoid being excluded from the Chinese market in the light of the economic policy shifts 
following the new five-year plan focused on technological self-reliance, domestic substitution, 
and domestic consumption (“dual circulation”). 
 
In Germany, a powerful dependency mindset assumes that it is vital for German industries, 
even a question of survival, not to alienate the Chinese leadership. Consequently, the idea of 
getting into a situation in which German companies are torn between two emerging tech 
ecosystems—being forced to decide between different digital spheres—haunts businesses. But 
from a wider perspective, Germany’s flexibility seems greater than this binary scenario 
suggests. There are multiple points of divergence and agreement between the United States 
and Germany when it comes to dealing with China. Germany’s limited digital capacity and 
necessity to consider its digital autonomy in the broader context of evolving economic and 
political relations, especially in the interest of repairing transatlantic ties, could push the 
German government to weigh U.S. preferences in cyberspace carefully when it comes to China. 

file:///C:/Users/adminmm/Downloads/ProgressReport-WorkstreamonDatapdf.pdf
https://www.bundestag.de/resource/blob/703510/794dabea2098ac165062672523e4bde8/Stellungnahme-Mair-BDI-data.pdf
https://www.zdf.de/nachrichten/wirtschaft/deutsche-wirtschaft-china-100.html
https://www.dw.com/de/deutsche-autohersteller-zu-abh%C3%A4ngig-von-china/a-55369882
https://www.wiwo.de/politik/ausland/angelockt-ausgequetscht-abgedraengt-die-chinafalle-und-die-folgen-fuer-deutsche-unternehmen/19623156.html
https://www.ifo.de/DocDL/sd-2020-02-matthes-abhaengigkeit-von-china-2020-02-12.pdf
https://www.welt.de/wirtschaft/plus217018672/Handel-mit-China-Deutsche-Firmen-vergroessern-ihre-Abhaengigkeit.html
https://www.echo-wall.eu/currents-context/how-dependent-germany-china
https://academic.oup.com/cjip/article/13/3/313/5854839
https://merics.org/en/report/mapping-and-recalibrating-europes-economic-interdependence-china
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Germany faces a difficult political choice over whether Huawei should be allowed to supply 
equipment for its 5G infrastructure. German telecommunication companies prefer Huawei’s 
technology for its price and quality. Whilst telecommunication companies such as Telekom and 
Vodafone continue to collaborate closely with the Chinese firm, Huawei received permission to 
build its own local 5G network in Munich. Meanwhile, a growing number of European 
countries, including the UK, Italy, Greece, Sweden, and most Eastern European states have 
followed the U.S. call to ban Huawei. Berlin has so far rejected pressure from Washington to 
formally exclude the company. Although some of Germany’s security checks are set to apply 
not just to the “core network” but the entire 5G network, specific security requirements and 
assessment mechanisms are still under consideration. As critical details of the new IT security 
law and other regulations remain under inter-ministerial negotiation, it’s clear that the current 
draft of the “IT-Sic 2.0“ bill will not amount to the immediate exclusion of Huawei products. 
Another argument against a black-and-white view on Huawei, similar to the argument against 
digital technologies from the United States, is that the controversy overlooks the reality that 
digital autonomy and cybersecurity are sometimes conflicting goals. For instance, using cloud 
services from Huawei or U.S. companies could enhance protection against cybercrime toward 
end users, even if the risk of data extraction and digital surveillance through backdoors cannot 
be completely eliminated.2 Yet, there is significant opposition to Huawei among the 
mainstream parties in the Bundestag, and the German government may face a battle against 
political leaders who will try to strengthen the new law. 

Areas of Disagreement between the United States and Germany  

Europe’s discourse on digital sovereignty has similarities with the Chinese approach fifteen 
years ago. From the viewpoint of autonomy, the dominance of U.S. platform companies is a 
vulnerability for Europe. Many Germans harbor similar suspicions against dominant U.S. and 
Chinese platforms, assuming the foreign governments are working with internet firms to gather 
information. Peter Altmaier, Federal Minister for Economic Affairs and Energy, at one point 
suggested a basic equivalence between U.S. and Chinese companies. The French Parliament 
raised similar issues regarding the U.S. data firm Palantir. Meanwhile, a “wide gulf has emerged 
between different blocs of democracies.” The biggest regulatory differences between the 
United States and the EU remain the definition and protection of privacy rights and personal 
data. Germany’s Foreign Minister Heiko Maas emphasizes the divergence and argues, “We 
Europeans have a decision to make. And I say in all candor that I consider neither the Chinese 
nor the U.S. digital model to be an option.“  
 
While initiatives for digital decoupling from China enjoy some support from the United States, 
European companies and governments do not want to digitally disconnect from China.3 
Germany does not entertain the idea of technological decoupling from the Chinese economy, in 

 
2 Personal communication with German cyber security expert, 24 November, 2020. 
3 The testing of 6G is already on the horizon and Chinese companies are poised to have a head start even more 
than with 5G. Hence, the same discussion might repeat itself and there’s a danger for Europe to fall back even 
more. 

https://www.swp-berlin.org/10.18449/2019A05/
https://www.deutschlandfunk.de/reihe-kalter-technologie-krieg-mobilfunk-ohne-chinesische.769.de.html?dram:article_id=486179
https://www.chip.de/news/Antrag-genehmigt-Huawei-spannt-eigenes-5G-Netz-in-Deutschland_183011712.html
https://ecfr.eu/publication/protecting_europe_against_hybrid_threats/%20%20and%20https:/www.orfonline.org/expert-speak/as-bulgaria-kosovo-north-macedonia-block-chinese-equipment-in-their-5g-networks-all-eyes-on-india/
https://ecfr.eu/publication/protecting_europe_against_hybrid_threats/%20%20and%20https:/www.orfonline.org/expert-speak/as-bulgaria-kosovo-north-macedonia-block-chinese-equipment-in-their-5g-networks-all-eyes-on-india/
https://www.zeit.de/digital/2020-07/5g-mobilfunknetz-huawei-grossbritannien-usa-deutschland
https://www.zeit.de/digital/mobil/2020-09/5g-netz-huawei-technik-ueberwachung-bundesregierung-streng-vertrauenspruefung
https://www.com-magazin.de/news/g/streit-um-huawei-beteilung-5g-ausbau-geht-2589227.html
https://www.bmi.bund.de/SharedDocs/gesetzgebungsverfahren/DE/entwurf-zweites-it-sicherheitsgesetz.html
https://www.spiegel.de/netzwelt/netzpolitik/it-sicherheitsgesetz-2-0-das-soll-im-huawei-gesetz-stehen-a-169932f8-94ab-42c2-903f-0fc84fb5fb93
https://www.bundestag.de/resource/blob/801028/293d803fb19ff5d8df7ef95f71fa49e8/Stellungnahme-Dr-Herpig-data.pdf
https://www.bild.de/politik/inland/politik-inland/huawei-im-g5-netz-us-botschafter-grenell-sauer-ueber-china-vergleich-von-altmeie-66270420.bild.html
https://www.bild.de/politik/inland/politik-inland/huawei-im-g5-netz-us-botschafter-grenell-sauer-ueber-china-vergleich-von-altmeie-66270420.bild.html
https://ecfr.eu/publication/protecting_europe_against_hybrid_threats/
https://www.cfr.org/blog/how-should-democracies-confront-chinas-digital-rise-weighing-merits-t-10-alliance
https://www.auswaertiges-amt.de/en/newsroom/news/maas-bitkom/2410398
https://itif.org/publications/2020/04/27/us-national-strategy-5g-and-future-wireless-innovation
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which German businesses have entrenched interests. Instead, many large and medium-sized 
German companies are likely to become more integrated into Chinese digital infrastructures. 
This trend is mirrored at the political level. On September 10, 2020, the EU and China held their 
first “High-level Digital Dialogue” and, building on earlier cooperation, established a high-level 
dialogue mechanism on the environment, climate issues, and the digital sector. European and 
German discussions, whether in business or policy circles, aim at striking a balance between 
engaging with China as an economic partner, and responding to it as a systemic competitor. The 
State Department currently categorizes Germany as supporting the Clean Network on the basis 
of Germany’s commitment to implementing the EU 5G Clean Toolbox and the ongoing 
development of legislation on IT security. Yet, under the abovementioned conditions, a 
wholehearted German participation in the Clean Network Initiative appears unlikely, not the 
least because it would run counter to Germany’s longstanding emphasis on fair reciprocal 
market access for German companies in China. In fact, only one network provider in Germany 
has signed up. The German government has not yet released official statements regarding the 
initiative.  
 
Furthermore, unlike the United States, European countries have a lackluster response towards 
the security dimension of China’s global connectivity approach and overlook the accelerating 
Chinese civil-military fusion, which includes many Chinese tech startups, research facilities, and 
universities. The EU did not publish a blacklist of “Communist Chinese Military Companies” that 
legally sanctions business and restricts interactions with those entities. Similarly, the German 
government does not support the notion of "Research Security" justified by broad national 
security concerns that leads to severe restriction on scientific collaboration with Chinese 
partners or limits the influx of Chinese students, especially in the fields of artificial intelligence, 
supercomputing, quantum information, nanoscience, and advanced manufacturing. 
 
Finally, Germany does not have an offensive cyber strategy and sufficient relevant capabilities. 
The 2018 U.S. National Cyber Strategy emphasizes the concept of “defend forward," which 
entails the option of proactive attacks. In contrast, the German approach to cybersecurity, 
which was traditionally focused on defense in terms of network security and infrastructure 
resilience, only includes “preventative measures,” according to the 2016 Defense White Paper. 
Though Germany established a federal agency dedicated to combating cyber threats and is 
developing limited capacities for intelligence/data extraction, and Interior Minister Horst 
Seehofer uses the term “active cyber defense,” the German approach is still in a transition 
phase from a purely defensive posture to incorporate limited offensive components. Germany 
remains very hesitant to employ offensive cyber measures for constitutional reasons and few 
Germans would favor the normalization of, for instance, methods of “hacking back” or a 
comprehensive militarization of cyberspace. 

Areas of Agreement between the United States and Germany 

Many German political leaders harbor a growing skepticism toward China. Germany plans to 
closely monitor Huawei and other Chinese suppliers of digital services and infrastructures. 
Following the “Prague Proposal,” Berlin agreed to create a single set of security standards and 

https://ec.europa.eu/commission/presscorner/detail/en/IP_20_1600
https://www.eias.org/wp-content/uploads/2019/07/Policy-Brief-5G_Mogni_Goethals_EU-CN-Dialogue-Digitalization.pdf
https://www.chinadaily.com.cn/a/202009/14/WS5f5f73a9a3101ccd0bee04c5.html
https://www.chinadaily.com.cn/a/202009/14/WS5f5f73a9a3101ccd0bee04c5.html
https://www.state.gov/the-clean-network
https://www.handelsblatt.com/politik/international/5g-netzausbau-ringen-um-huawei-ausschluss-kalter-krieg-um-saubere-netze/26215640.html?ticket=ST-13875996-s0sHAW4CxRhSEkYNlPi3-ap1
https://www.swp-berlin.org/fileadmin/contents/products/comments/2018C17_khb_gdh.pdf
https://www.reuters.com/article/us-usa-trump-china-idUSKBN2802T5
https://www.whitehouse.gov/wp-content/uploads/2020/10/Trump-Administration-ST-Highlights-2017-2020.pdf
https://www.sciencemag.org/news/2019/02/new-doe-policies-would-block-many-foreign-research-collaborations
https://www.sciencemag.org/news/2019/02/new-doe-policies-would-block-many-foreign-research-collaborations
https://carnegieendowment.org/2018/10/19/chinese-perspective-on-pentagon-s-cyber-strategy-from-active-cyber-defense-to-defending-forward-pub-77540
https://www.degruyter.com/view/journals/sirius/2/2/article-p126.xml?language=de
https://www.gmfus.org/file/8970/download
https://www.deutschlandfunk.de/aktive-cyber-abwehr-fuer-deutschland-der-geheime-krieg-im.724.de.html?dram:article_id=461140
https://netzpolitik.org/2019/aktive-cyber-abwehr-innenminister-schaltet-bei-it-sicherheit-schrittweise-von-verteidigung-auf-angriff/
https://www.deutschlandfunk.de/aktive-cyber-abwehr-fuer-deutschland-der-geheime-krieg-im.724.de.html?dram:article_id=461140
https://dip21.bundestag.de/dip21/btd/19/054/1905472.pdf
https://netzpolitik.org/2019/geheimes-bundestagsgutachten-attackiert-hackback-plaene-der-bundesregierung/
https://netzpolitik.org/2019/geheimes-bundestagsgutachten-attackiert-hackback-plaene-der-bundesregierung/
https://www.reuters.com/article/us-telecoms-5g-security-idUSKCN1S91D2
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procedures for Germany’s 5G rollout. In addition, the notion of diversification of supply chains 
away from Chinese companies, particularly due to shortages of medical equipment during the 
early phase of the COVID-19 pandemic, supported by both Washington and Berlin to avoid 
vulnerabilities, although Germany would prefer less aggressive rhetoric and posturing. Germany 
and the United States recognize the need to improve critical infrastructure security against the 
threat of cybercrime and against Russian and Chinese hacking activities and other hybrid 
threats. In 2019, EU leaders asked the European Commission to “work on measures to enhance 
the resilience and improve the security culture” of the bloc. In its new Security Union Strategy, 
the EU mentions NATO and the G7 as strategic partners to counter hybrid threats and 
strengthen critical infrastructure security. 
 
Data privacy regulations could become a shared interest under the Biden administration, too. 
“Adding national standards for data protection to the Obama administration's Consumer 
Privacy Bill of Rights” is listed in the Democratic party’s platform. Biden seems interested in 
setting privacy standards "not unlike [what] the Europeans are doing.” In this regard, decision-
makers on both sides of the Atlantic already apparently agree on weakening encryption 
requirements for communication infrastructures and social media applications to allow for law 
enforcement access to private communication. 
 
The stakeholder model of global Internet Governance needs to be reinforced and improved in 
response to China and Russia’s move to make the ITU a central player. The EU Commission’s 
approach to see China as a “systemic rival promoting alternative models of governance” is in 
line with widespread views in the United States, but needs to be translated into actual 
diplomatic actions and presence in relevant technical and standard-setting fora. These 
coordination efforts could potentially include a substantive dialogue on frameworks for 
platform regulation to move against tax evasion and act on anti-trust policy. The U.S. policy 
environment has become more favorable for the latter, as the lawsuit against Facebook’s 
monopolistic practices indicates. How to transnationally regulate platform companies could be 
a part of a dialogue on data governance as well as the effective protection of democratic 
processes between the United States and the EU, while they keep a close eye on current 
changes of platform regulation by China. 

German-US Cyber Cooperation: the Way Forward 

Several areas are apt for a structured exchange but require time to regain trust and for 
institution-building efforts in order to benefit from a renewal of German-U.S. cyber 
cooperation. To respond to the challenges posed by China’s growing digital influence, while 
taking into account the reality of complex technological interdependencies between Germany, 
the United States, and China, it is helpful to think strategically and with a clear political long-
term vision. The goal of strengthening the relevant institutions is not only to enable the 
management of cyber interdependence but also to broaden international cooperation in 
producing digital global public goods. 
 
 

https://www.theguardian.com/technology/2019/jun/27/eu-war-games-prepare-russia-china-cyber-attacks
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1379
https://www.cybersecuritydive.com/news/trump-biden-cyber-platforms/588002/
https://www.heise.de/news/Crypto-Wars-EU-Staaten-beschliessen-Resolution-zu-Entschluesselung-4988717.html
https://www.heise.de/news/Crypto-Wars-EU-Staaten-beschliessen-Resolution-zu-Entschluesselung-4988717.html
https://data.consilium.europa.eu/doc/document/ST-13084-2020-REV-1/en/pdf
https://data.consilium.europa.eu/doc/document/ST-13084-2020-REV-1/en/pdf
https://ec.europa.eu/commission/sites/beta-political/files/communication-eu-china-a-strategic-outlook.pdf
https://ec.europa.eu/commission/sites/beta-political/files/communication-eu-china-a-strategic-outlook.pdf
https://edition.cnn.com/2020/11/12/tech/europe-tech-biden/index.html
https://www.theguardian.com/technology/2020/dec/10/facebook-lawsuits-the-biggest-tech-battle-yet-and-one-that-is-long-overdue
https://www.theguardian.com/technology/2020/dec/10/facebook-lawsuits-the-biggest-tech-battle-yet-and-one-that-is-long-overdue
https://www.foreignaffairs.com/articles/united-states/2020-11-24/fukuyama-how-save-democracy-technology?utm_campaign=tw_daily_soc&utm_source=twitter_posts&utm_medium=social
https://www.foreignaffairs.com/articles/united-states/2020-11-24/fukuyama-how-save-democracy-technology?utm_campaign=tw_daily_soc&utm_source=twitter_posts&utm_medium=social
https://www.tandfonline.com/doi/full/10.1080/0163660X.2020.1734303
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Bilateral- and Minilateral initiatives under U.S.-German / EU leadership: 
 

• Revitalize policy dialogues to cope with diverse emerging fields of digital policy and 
regulation. For instance, the U.S.-Germany Cyber Bilateral Meeting should be held bi-
annually with a strengthened institutional capacity and supported by stronger input 
from the interdisciplinary research community. Along this line, additional forums 
connecting think tanks, research institutes, policymakers, and other stakeholders are 
needed. Thematic areas which require regular exchanges via transatlantic track 1.5 
discussions and high-level meetings include: anti-trust and tax policy for platform 
companies; combating fake news and the spread of misinformation; standards for 
blockchain technologies, including digital currencies issued by Central Banks, and their 
applications (currently pushed by China); new IP proposals from Chinese companies 
(interoperability); dual-use concerns for AI and Big Data.  

• Begin sustained exchanges on anti-trust regulations and actions to ensure a shared 
approach to guarantee fair competition. This is especially important because anti-trust 
policies and lawsuits are being enacted in the EU, the United States, and China. The EU 
Commission’s “human-centric approach” requires exemplification of what it means in 
concrete steps for digital transatlantic relations, while the United States’ new anti-trust 
actions against big platform companies have not been strategically coordinated with the 
EU. Both sides should avoid parallel efforts to push their policy preferences through 
their respective legislative processes and only after the fact come together to compare 
approaches. 

• Clarify transparent and shared standards for security clearance of software ecosystems, 
algorithms, and equipment used in critical infrastructures are needed in the United 
States and at the EU level. This entails also elaborating common methods and 
procedures for cyberattack attribution to allow a coordinated response across the 
jurisdictions of NATO allies and to enable lawsuits against perpetrators. With respect to 
China, a rational digital security policy should be based on a risk assessment approach 
rather than one that digitally disconnects Chinese companies and systems as a principle 
of faith. As the resumption of TTIP negotiations seems unrealistic, the EU has proposed 
a broader mechanism, and EU-U.S. Trade and Technology Council (TTC), in order to 
develop “compatible standards and regulatory approaches for new technologies” which 
Politico called Anti-China. It would make sense to start a dialogue to better respond to 
authoritarian digital practices in the context of “intelligence overreach” and global 
surveillance capitalism more generally. 

• Propose concrete responses to China’s Digital Silk Road that promote digital 
connectivity and digital platform solutions for microfinance, e-commerce, education, 
and healthcare in the global South. One way of doing so is to link development 
assistance more organically with digitalization/datafication in order to close the digital 
gaps in/with the global South. Here, Europe and the United States should take a page 
from the playbook of the Chinese government and Chinese companies to better 
conceptualize their visions through concrete projects. Part of this is deepening 
interdisciplinary expertise and data on different digital trends, innovation, 
sociotechnical, and regulatory in China. 

https://www.auswaertiges-amt.de/en/newsroom/news/160323-cyber-konsultationen-usa/279470
https://www.aicgs.org/project/transatlantic-cybersecurity-partnership/#description
https://link.springer.com/chapter/10.1007/978-3-030-27957-8_9
https://www.ft.com/content/09675f3f-189b-4946-8f70-fb55d2ba4471?segmentid=acee4131-99c2-09d3-a635-873e61754ec6
https://accidentaleuropean.com/sword-shield-and-social-media-europes-digital-dilemma/
https://ec.europa.eu/digital-single-market/en/news/summary-report-public-consultation-european-strategy-data
https://techcrunch.com/2020/09/16/justice-department-charges-apt41-chinese-hackers/
https://www.politico.eu/article/eu-seeks-anti-china-alliance-on-tech-with-joe-biden/
https://www.politico.eu/article/eu-seeks-anti-china-alliance-on-tech-with-joe-biden/
https://link.springer.com/chapter/10.1007%2F978-3-030-27957-8_13
https://www.spiegel.de/netzwelt/netzpolitik/whatsapp-ueberwachung-bundesregierung-plant-digitale-sollbruchstellen-a-89938c81-91b2-4136-b14c-77d8cf859f8c
https://centreasia.eu/evenement/eu-korea-convergence-and-partnerships-10-years-after-the-eu-korea-fta-in-the-post-covid-era-and-within-the-us-china-trade-war/
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Multilateral initiatives which could be promoted by the United States and Germany / the EU 
 

• Promote open data initiatives (e.g. at the city level) that experiment with public data use 
and different forms of data ownership. Technical solutions should include open-source 
options such as ORAN. Design and test policy frameworks for public-private partnership 
data platforms to harvest digital technologies in a post-COVID-19 world with a focus on 
health, education, and public services. 

• Revitalize negotiations to lay the groundwork for an international treaty on 
cybersecurity. European states possess limited offensive cyber capabilities and would 
welcome steps to deescalate tensions. An agreement on self-constraints concerning 
cyberattacks would facilitate the process of updating international law and is a 
worthwhile but challenging transatlantic project with regard to China. 

• Update dialogues on multistakeholder Internet governance, which competes with state-
centric Russian-Sino initiatives, in consideration of alternative stack proposals (e.g. “new 
IP”), standard-setting (IPv6, IoT, etc.), and extraterritorial effects of China’s jurisdiction 
(Multi-Level Protection System, MLPS 2.0). 

• Navigating the troubled waters of digital geopolitics requires networking with a diverse 
group of allies around the world. In line with Berlin’s brand new policy guidelines for the 
Indo-Pacific region, Germany and the United States should engage more actively in 
multilateral cybersecurity initiatives and combine efforts on both internet openness and 
digital autonomy with regional partners such as Japan, Taiwan, South Korea, and ASEAN. 
Important digital “swing states” such as Indonesia and India should be included, too. 

 
Realistic Expectations 
 
Comparing areas of agreement and disagreement between the United States and Germany 
suggests it is crucial to maintain realistic expectations about the possibilities of policy 
coordination. Even with a rejuvenation of the transatlantic relationship, Germany won’t and 
can’t simply walk away from China. Despite growing skepticism and anxieties about China’s 
increasingly authoritarian and anti-liberal politics among German politicians, Minister Altmeier, 
according to Politico, still believes in “transformation through trade,” with China. Furthermore, 
it is prudent to acknowledge both structural asymmetries and the reality of a highly 
interdependent global technoscientific ecosystem that calls into question the political rationale 
for technological decoupling and digital autonomy. Variegated U.S. and German commercial 
interests toward China mean that a binary choice to decouple doesn’t really exist, as 
Microsoft’s plan to hire 8,000 researchers and developers in China suggests.  
 
Regardless of how the 5G and other critical digital infrastructure issues evolve, Germany will 
continue to search for a compromise that allows the progressive deepening of interdependence 
between German companies and Chinese digital infrastructures. Berlin wants to avoid explicit 
discrimination in the German market against companies based on their national origins. 
Germany’s emphasis on digital sovereignty and disagreements with the United States on the 
future of technology regulations notwithstanding, the political will in Berlin to collaborate 

https://china.ucsd.edu/_files/meeting-the-china-challenge_2020_report.pdf?fbclid=IwAR1fwiqwXANSRpdNlLDWvCKq24u9RUK8V_LgtiNEE2dEsNUThebDkMpUUIQ
https://digital.lib.washington.edu/researchworks/bitstream/handle/1773/43755/TaskForce_B_Beyer.pdf?sequence=1&isAllowed=y
https://www.thenation.com/article/archive/international-cyber-treaty-russia-china-dnc/
https://www.thenation.com/article/archive/international-cyber-treaty-russia-china-dnc/
https://www.cambridge.org/core/journals/american-journal-of-international-law/article/on-the-shelf-but-close-at-hand-the-contribution-of-nonstate-initiatives-to-international-cyber-law/B2B45B05750572E78FBD835D104E7EAD
https://www.tandfonline.com/doi/full/10.1080/23738871.2020.1805482
https://www.tandfonline.com/doi/full/10.1080/23738871.2020.1805482
https://nationalinterest.org/feature/china-seeking-secretive-permanent-presence-america%E2%80%99s-computers-173292?amp&page=0%2C1&__twitter_impression=true
https://www.auswaertiges-amt.de/en/aussenpolitik/regionaleschwerpunkte/asien/german-government-policy-guidelines-indo-pacific/2380510
https://www.auswaertiges-amt.de/en/aussenpolitik/regionaleschwerpunkte/asien/german-government-policy-guidelines-indo-pacific/2380510
https://www.ait.org.tw/remarks-by-ait-deputy-director-greene-at-opening-ceremony-of-gctf-on-network-security-and-emerging-technologies/
https://asean.org/asean-united-states-leaders-statement-cybersecurity-cooperation/
https://www.cfr.org/blog/how-should-democracies-confront-chinas-digital-rise-weighing-merits-t-10-alliance
https://www.politico.eu/article/peter-altmaier-defends-berlins-muted-response-to-chinas-crackdown-in-hong-kong-germany/
https://www.ft.com/content/745abeca-561d-484d-acd9-ad1caedf9e9e?accessToken=zwAAAXYlu1Y4kc90Wr7KVh1ITdOs2a0crt-eng.MEYCIQC1fRTLwOeClTPFVy-fREM86fZ9dxecXHdk0Fi0QxL5iwIhAPjueuAr02t22g37v-hKLDAn2O9D7wYJ_IZEuS1cfxkr&sharetype=gift?token=d6eb1601-151c-4a17-a128-a8e7b08c4243
https://www.ft.com/content/745abeca-561d-484d-acd9-ad1caedf9e9e?accessToken=zwAAAXYlu1Y4kc90Wr7KVh1ITdOs2a0crt-eng.MEYCIQC1fRTLwOeClTPFVy-fREM86fZ9dxecXHdk0Fi0QxL5iwIhAPjueuAr02t22g37v-hKLDAn2O9D7wYJ_IZEuS1cfxkr&sharetype=gift?token=d6eb1601-151c-4a17-a128-a8e7b08c4243
https://www.stiftung-nv.de/de/publikation/global-semiconductor-value-chain-technology-primer-policy-makers
https://global.chinadaily.com.cn/a/202012/14/WS5fd72f85a31024ad0ba9bc0a.html
https://www.golem.de/news/seehofer-zum-streit-um-huawei-technischen-herausforderungen-technisch-begegnen-2012-152491.html
https://www.golem.de/news/seehofer-zum-streit-um-huawei-technischen-herausforderungen-technisch-begegnen-2012-152491.html
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closely with a new U.S. administration is evident. Working from areas of broad agreement can 
lead to meaningful and concrete steps forward. Some of the recommendations mentioned 
above, such as robust exchanges on anti-trust policies, are perhaps less likely to be enacted in 
the early days of the Biden administration. Other proposals, such as responding to China’s 
Digital Silk Road Initiative, need to be developed quickly, but on the basis of a shared long-term 
vision between the EU and the United States. Having suffered from diplomatic estrangement 
during the Trump administration, the U.S.-German digital policy alignment needs to prioritize 
(re)institutionalization of dialogues and high-level exchanges about cybersecurity practices and 
internet governance while recognizing the practical implications of digital autonomy. 


